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Abstract— We consider the problem of secure wireless commu- in the desired signal in a suitable way to hide it from an
nication in the presence of an eavesdropper when the transmitter eavesdropper.

has multiple antennas, using a variation of the recently proposed One simple method for doing this has been recently devel-

artificial noise technique. Under this technique, the transmitter L e i
sends a pseudo-noise jamming signal to selectively degrade theOPed and it is based on the concept of artificial noise [2]his t

link to the eavesdropper without affecting the desired receiver. Method, the multi-antenna transmitter sends, along wiéh th
The previous work in the literature focuses on ideal Gaussian desired signal, an additional jamming signal that is design
signaling for both the desired signal and the noise signal. The jn such a way that it does not interfere with the intended
main contribution of this paper is to show that the Gaussian receiver (see Figure 1). On the other hand, the jamming kigna

signaling model has important limitations and propose an alter- il linterf ith d d deqitsd
native “induced fading” jamming technique that takes some of wilfin general interiere with any eavesaropper and degreie

these limitations into account. Specifically we show that under the channel, and thus this technique can be used as the basis for
Gaussian noise scheme, the eavesdropper is able to recover the secure wireless link.
desired signal with very low bit error rates when the transmitter

is constrained to use constant envelope signaling. Furthermore, "

we show that an eavesdropper with multiple antennas is able

to use simple, blind constant-envelope algorithms to completely - Y Artificial Noise
remove the Gaussian artificial noise signal and thus defeat the - -

secrecy scheme. We propose an alternative scheme that induces
artificial fading in the channel to the eavesdropper, and show
that it outperforms the Gaussian noise scheme in the sense of
causing higher bit error rates at the eavesdropper and is also
more resistant to constant modulus-type algorithms.

Desired Signal

I. INTRODUCTION

Wireless communication links are inherently vulnerable to
eavesdropping because of the broadcast nature of the medium
any node within range of the transmitter is able to listen to
any of its transmissions. However with the advent of multi-
input multi-output (MIMO) spatial multiplexing techniga¢l] Fig- 1. Multi-antenna transmitter transmits artificial noisedirections that
a transmitter equipped with multiple antennas can selelgtiy " °"thogonal to the desired receiver.
send different streams of data to different receivers damneat ) o ) )
ously over the same frequency band:; by carefully choosiag th Previous yvorks on artificial noise focu; aIm'ost excluswely.
array weights, the transmitter can ensure that each datanstr O" @ Gaussian model where all the desired signals and artifi-
is received at its intended destination without interfessfiom  Cial noise are chosen from Gaussian probability distrinsi
other data streams. Unfortunately this requires the krdyde However this model has some important limitations. First,
of channel state information (CSI) to all receivers at th§'® Gaussian distribution is physically unrealizable beeait
transmitter; since a hostile eavesdropper can hide its €§l ( "€duires unbounded amplitudes, and secrecy schemes éhat ar
by simply remaining passive), it is not usually possible tgptimal for Gaussian 'S|gnal|ng are no longer optimal whep
hide the desired signal from an eavesdropper. However,SHCh physical constraints are imposed. Second, the Gaussia

is possible to encode the desired “plain text” informatioffiStribution has the special property that a linear contivna
of Gaussian signals is still Gaussian, therefore deviation
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Although a multiple-antenna eavesdropper can remove arti-The notion ofsecrecy capacitgf awiretapchannel was first
ficial noise even with Gaussian signaling, secrecy systeinsroduced in [10] for the special case where the eavesdrop-
must be designed using the most conservative assumptipes's signal was a degraded version of the desired recgiver’
on the capabilities of the hostile nodes. Thus, the ease witignal and later greatly generalized to arbitrary broadcas
which interference cancellation can be accomplished for nachannels [11], [12], fading channels [13] and recently tdtimu
Gaussian signals makes it necessary to consider the effecaotenna channels [14], [15].
non-Gaussian signaling to fully assess the vulneralsiltiean | addition, [14] considers a so-called “masked beamform-
artificial noise system. ing” scheme, and shows this scheme to be close to optimal
The focus of this paper is to motivate the need for nofyy the asymptotic case of high SNR. This scheme involves
Gaussian jamming techniques to overcome these Iimitatiorﬂsansmitting anartificial noise signal to degrade the SNR of
We assume apriori that the transmitter is constrained toy eavesdropper without affecting the desired receivee T
constant envelope (QPSK) constellation. This can be thougfilea of using artificial noise for secrecy was first proposed i

of as an extreme case of non-Gaussian signaling and sengs and is a special case of intentional jamming considered
to highlight the above limitations of the Gaussian modelr Ot this paper.

contributions are sum.marlzed as follows. Intentional jamming has been considered in previous work

1) We study the bit error rate at the eavesdropper Undgr ihe information theoretic literature, where the channel
Qaussmn artificial noise a}nd show that. a S|gn|f|c.e.1n.t|é/odmg problem is modeled as a non-cooperative game [16],
hlg_her _amou_nt of power is necessary in the aftlflCliﬁn between a transmitter seeking to send a data signal and
noise signal in order to force high BERs at the eavegy, interferer who seeks to disrupt the transmission by sendi
dropper than what is predicted for Gaussian signaling. ;3 mming signal. (The receiver in this model is analogous
In general secrecy systems will use coding and therefqig ihe eavesdropper considered in this paper.) The ineerfer
a low bit error rate is not necessarily required fOgan pe either an actively hostile node, or merely a pessimist
insuring a low probability of interception. However, foryqqe| for passively generated noise. It has been shown [18]
our purposes, the BER serves as a useful proxy for ie,; the Gaussian interference model represents a mini-max
strength of the secrecy provided by the jamming signal,ytion (“saddle-point”) of the non-cooperative game #d

2) We consider the case when the eavesdropper has muliyis sense robust: the Gaussian distribution is the aptim
ple_ antennas and show that it is possible to remove BRoice for both the transmitter and the interferer givert tha
artificial noise signal almost completely using a simplghar player employs a Gaussian distributed signal.

constant modulus algorithm. In 1191 th bl f finding the * ¢ - :
3) As an alternative to Gaussian artificial noise we propose n [19] the problem of finding the “worst-case: jamming
nal was considered under different performance metrics

an “induced fading” scheme and show that it achieves>gN&! . . .
higher BER at the eavesdropper compared to the addit n&ludlng_ mutual |nformat|on _and BER, and it was shown
Gaussian noise scheme. t.at for_dlscrete—_valued input signals, the strongestﬁeltencg
4) We show that the constant modulus algorithm is signif?—!gnaI Is also d|§crete—valued. Thu_s, 'f. we choose thg Input
cantly less effective in overcoming the “induced fading‘.gIgnals out ofg d|sgret'e-valued d|st.r|but|on, the strmugelse
scheme for a multi-antenna eavesdropper than Gausdiyot Ga_u53|an_ dl_strlbuted but discrete-valued. This I'r,es_u
artificial noise. however, is fragile in the sense that, under some unceytaint
in the channel model, e.g. in the precise values of the el&smen

A. Previous work on secure multi-antenna channels of the discrete set from which the input distribution is odmas
There is a long history of research into secure wireledlae strongest interference signal actually becomes th&esta
links, and the previous work on the subject falls broadlpint-€- it allows perfect recovery of the transmitted signathisT
two categories. In the first category are investigations intragdility was recognized in [19], where it was proposed that
coding techniques that can guaranfssrfect secrecyn the @ small continuous-valued noise be added to the discrete-
information theoretic sense [5]. A second category of e valued irjterferenc_e to robustify the interference. How,etkés_
work is more recent and focuses on the design of practidB?thOd is only suitable for small levels of channel uncetigi
schemes [6], [7], [8], [9] that use random fluctuations in th:u_;l this paper, we assume that the channel to the eavesdropper
wireless channel itself as the basis for secrecy: the ctiaaneiS completely unknown
the desired receiver sees different fluctuations than tharatl The rest of the paper is organized as follows. In Section II-
to the eavesdropper, and this can be used as a shared key. Mot@e present the system model; in Section II-B we analyze
that this type of scheme is aencryptiontechnique whose the limitations of the Gaussian artificial noise-based egcr
cryptographic strength depends on the level of randomnédsshnique. We then present a bit error rate analysis in @ecti
and unpredictability of the channel and the ability to keleg t 1I-C and motivate an alternative “induced fading” jamming
CSl secret from the eavesdropper. In this paper, we focys otgchnique. Section 1I-D presents extensive simulationltes
on the first category i.e. physical layer secrecy schemes tbéthe Gaussian and induced fading schemes and Section llI
do not depend on keeping the channel state informationtsea@encludes with a summary and an outline of open issues for
from the eavesdropper. future work.



Il. BIT ERRORRATE ANALYSIS B. Importance of the Gaussian signaling assumption

We now present a simple analysis of the bit error rate (BER) In the remainder of this paper, we consider a running exam-
at the eavesdropper under additive Gaussian artificiatranisl ple of a system where the nominal Sl\a% = 40dB, and the

also under an induced-fading jamming signal. alignmenta = 0.5. Also we assume that the eavesdropper’s
channel is10 dB weaker compared to the desired receiver
A. Problem setup i.e. a2 = 10a2. Even under these favorable assumptions, we

As stated previously, we assume the transmitter NWas show that it is more difficult to achieve secrecy from the
antennas, and the receiver and eavesdropper have only eagesdropper than we might expect from a Gaussian analysis.
antenna. Lethy; = aquy be the channel gain vector from In the example system described above, let the power
the transmit array to the desired receiver anduet ¢ = allocated to the artificial noise b&0% of the power in
2...N be an orthogonal set of vectors also orthogonal the desired signal i.eP,, = %Pm Then, if ideal complex
uq, Whereug, u; are all unit vectors. The channel vectoiGaussian signaling is used for both signal and artificiab@pi

u, is assumed to be known to the transmitter either througie secrecy rate of the channel is given by [11]:

reciprocity or through a secure feedback channel from the oP
receiver. Furthermore laf. be the unit vector proportional to  Cge. = log (1 + ]\;") —log (1+ ﬁ) ~ 9.8bits
the transmit array’s channél. = a.u. to the eavesdropper. 0 (1-a)Py )

The basic idea behind all artificial noise schemes is to tnéins
N where we used the approximation f8NR. in (4). Thus, it
s(t) = m(t)ug + Zwi(t)ui (1) is possible to transmit up t0.8 bits/symbol on this channel
s to the desired receiver without the eavesdropper being able
. . . . to decode the message bits. This, of course, assumes ideal
where m(t) is the message signal intended for the receiv

and w;(t) are all pseudo-noise sequences that are imencﬁéaussmn signaling. If, instead of Gaussian signaling, we

to selectively degrade the SNR of the eavesdropper Withoc&nstram ourselves to a QPSK constellation, the eavepdrop

affecting the intended receiver. The corresponding receiv'> able to decode the bits with a BER given by

signal at the desired receiveriig(t) = hf/s(¢) and similarly BER. = Q(1/SNR,) ~ 7.8 x 1074 (6)
for the eavesdropper. Clearly all the terms containinf) in
(1) are cancelled out af,(¢). In other words, even when signaling at ordybits/symbol

If the w;(t) are choseri.i.d. and if Ny is the thermal noise over a channel with a secrecy capacitydd bits/symbol, the
power at the receiver and eavesdropper, the respective SIKR¥esdropper is still able to recover the transmitted bitls &

at the desired receiver and eavesdropper are given by BER of less thari0—3. This example illustrates the importance
of the Gaussian signaling assumption for effective secrecy
aﬁP

SNRy4 = m (2) when the transmitter is constrained to use a constant gueelo
No ) signaling such as QPSK, much more of the transmitted power
SNR. — azoPpy 3) needs to be allocated to the jamming signal in order to cause
¢ No+a2(l—a)P, substantial BER at the eavesdropper than under Gaussian
where P, = E[jm(t)?] and P, = Ellwi(t)]?] are re- signaling. We show later that under these conditions, an

spectvey e per alocated 0 e sgal transmisson L1 e B i e vore bet
artificial noise by the transmitter and = |uu.|? is the h hgr BER at the eavesdropper 9
parameter indicating the “alignment” between the receqvat 9 Pper.

eavesdropper. If the SNR at the desired receiver is large i.eNOW weg:ons;dertan eaveS(tjrr]opiper wjt_tfrlantennas ."e'lg,hﬁ
%*g > 1, then we can neglect the thermal noise component%‘me number of antennas as the transmitter (or equivalantly

. single antenna eavesdroppers collaborating with eactr)othe
obtain:
Assume that the channels to the eavesdropper antennas are

_aPn (4) givenbyh,; =acu.x, k=1...N, whereq, = \/%ad and
(1—a)Py the alignment parameteta/u. x|> = 0.5, k = 1...N as

The alignment parameter depends on the relative loca-before for each eavesdropper antenna. Thus the eavesdroppe
tion of the eavesdropper with respect to the transmitter aadtennak receives the scalar signal
receiver and also on the statistics of the channel fading. In

SNR, ~

_1.H
general, when the number of transmit antenhagncreases, rek(t) = he,ks(t)
we expect the channels to the receiver and eavesdropper to be - N "
increasingly uncorrelated (i.e. less “aligneld”) = ae ((ue,kud)m(t) + Z(ue,kui)wi(t)) (7
=2

'In a rich scattering Rayleigh environment, the channel meses from  |n Section I1-D we present simulation results that show that

each antenna on transmitter to the receiver and eavesdrbppemei.i.d d is able t blind tant dulus digorit
complex Gaussian random variables, in which case the alighine,{} on €avesdropper is able to use a blind constant modulus a1gori

average [20], [21]. to compute complex weights,, £ = 1...N such that the



artificial noise signalsv; (t) are completely removed from thethe alignmenta between the two channels was fixed at 0.1,
linear combination-.(t) = ij:l CkTe, k(1) 0.5, 0.1 respectively. In Figures 2a-c The transmitter has 5
antennas, and 20 antennas in Figure 2d. These graphs show
that the induced fading technique can achieve the same BER
Let us denote by the proportion of the total power at the(for high BERSs) at the eavesdropper as Gaussian noise using
transmitter allocated to the noise signal pe= 5 =5—. Then up to 15% less power (smallg). However, the figures also

C. BER at the eavesdropper

Pt Py
we can rewrite (4) as: show that Gaussian noise outperforms induced fading inlsmal
1— regions in the graphs where is small. This is due to the
_all—p) ; : o
SNR. ~ —a)p (8) unbounded nature of Gaussian noise. This region also grows

as we increase the alignment)( However, as we pointed
The corresponding BER under Gaussian artificial noise dgit in Section 1I-A, we expect the alignment to be inversely
given by proportional to the number of antennas in rich scattering
Rayleigh environments, which increases the likelihood of

BER,,, = Q(M) ~ Q( al - p>) (9) induced fadin_g outperforming Gaussian noise. _ _
(I—a)p The next simulation shows that fast random fluctuations in

Note that we are interested in the high BER regime with iff€ channel response from the transmitter to eavesdropper ¢
correspondingly l1owSNR, values, and asymptotic approxi-eas'ly be absorbed when the eavesdropper is equipped with

mations of theQ(.) function with exponentials are thus notdt least the same number of antennas as the transmitter using
appropriate here a constant modulus algorithm (CMA). In Figure 2e, we ran
Consider now an alternative jamming scheme, where instéd§ constant modulus algorithm with' = 5 antennas at the

of random additive noise, the transmitter sends a randorﬁf?nsmitter’M = 6 antennas at the eavesdropper, 30dB SNR
scaled version of the signal itself. Specifically, in (1), set 2t the eavesdropper, and= 0.5. The graph shows that the
constant modulus algorithm achieves up to 30dB artificaeoi

w;(t) = ¢;(t)m(t), wheree;(t) is randomly chosen so that the™™" =" , ) ; .
jamming part of the transmitted signalis(t) x v (), where rejection. We repeated the same simulation with the induced

vi(t) = Zf\iz ci(t)yw; is a random vector in the subspacéading scheme us_ing a slow fading rate (Doppler rate = 1_/500
2 _ «—N 2 the symbol rate) in Figure 2f. The graph clearly shows little
orthogonal toug, such thafv, (¢)|" = 32—, |ei(t)]" = 1-p"  or no interference rejection by the constant modulus algori
The corresponding signal received at the eavesdropper;Iis ! . ject y U :
. ) N despite the high SNR at the eavesdropper (60dB). Thus the
given by (neglecting the thermal noise): ) . i e
induced fading scheme is more difficult to overcome for a

re(t) = aem(ﬁ)(\/a+ (uva(t))) (10) multi-antenna eavesdropper compared to Gaussian attificia
noise. This can be intuitively explained as follows. From
where we assumed without loss of generality than7u,;) = (10), the overall channel gain seen by each antenna at the

0 and set|(u”u,)|?> = a. Thus the effective channel to theeavesdropper is. (/o + (ufv . (t))), and this gain can be
eavesdropper looks like a fading channel, and the effedief tmade to remain roughly constant over several symbols if
jamming signal is to induce artificial fading in the chanrl tv (¢) is varied very slowly. Thus, by using a fading rate slow
the eavesdropper. Let us denatgt) + jz(t) = (ufv, (t)). compared to the convergence rate of the constant modulus
Then, the induced fading will cause an error in the QPS#&gorithm, it is possible to fool the CMA to effectively trai
symbol wheneverZ\/a + x1(t) + jz2(t)] > T i.e. if the to the wrong value of the channel gain. Even though this
fading “rotates” the received signal by at legstThis requires might suggest that slow fading is a superior jamming teahsiq
|z2(t)] > a + z1(t). We show in Section II-D that the for dealing with multi-antenna eavesdroppers, if the fgdin
BER of the induced fading scheme excedtBR,, in (9) is too slow, the eavesdropper can easily track slow channel
for large values ofp which corresponds to large BER at thevariations. Therefore, there is a tradeoff in choosing &ukrfg
eavesdropper. We also show that a multi-antenna eavesroppte. A detailed analysis of this tradeoff and its geneadilin

will have a more difficult time blocking the jamming signalfor algorithms other than the CMA are interesting topics for
under induced fading than Gaussian artificial noise. future works.

D. Simulation results IIl. CONCLUSION

In this section, we provide numerical results that verify In this paper, we considered the idea of using multiple
the analysis of this paper, and compare the performanceanitennas at the transmitter to achieve a secure wireldsbyin
the jamming schemes. The graphs in Figures 2a-d plot thsificially degrading the channel to an eavesdropper.iBusv
fraction of transmit power allocated for jamming)(that is work on this topic has shown that a Gaussian artificial noise
required to achieve a given bit error rate asiagle antenna scheme can achieve rates close to the secrecy capacity. We
eavesdropper for both the Gaussian noise and induced fadshgw in this paper that the performance of this scheme can
jamming schemes. In Figure 2a, the complex channel respobsefragile in the sense that it depends strongly on the dpecia
vectors to the desired receiver and eavesdropprer areajederproperties of the Gaussian distribution. We show that when t
independently from Rayleigh distributions. In Figures ®b- transmitter is constrained to use constant envelope $igpal
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Fig. 2. (a)-(ffComparing the performance of two signal jammiechniques: induced fading and Gaussian noise.

the amount of power required in the artificial noise signal ig8] T. Ohira, “Esparski: Encryption scheme parasite arraljatar secret key

substantially greater than for Gaussian signaling. Fumibee, implementation,” ininternational Conference on Microwaves, Radar &
. . . Wireless Communications (MIKONWay 2006, pp. 1065-1070.

an eavesdropper with multiple antennas is able to use VEfY A. Babakhani, D. Rutledge, and A. Hajimiri, “A near-field thdation

simple constant modulus techniques to blindly remove all technique using antenna reflector switching,” IBEE International

the artificial noise and thereby defeat the secrecy measures Solid-State Circuits Conference (ISSCEgb. 2008, pp. 188-605.
A. D. Wyner, “The wire-tap channelBell System Technical Journal

. : N 10]
These observations open up interesting issues for futurk. wd vol. 54, no. 8, pp. 1355-1387, 1975.
One fundamental question is a precise characterization [Of] S. Leung-Yan-Cheong and M. Hellman, “The gaussian wédgechan-

how deviations from Gaussian signaling affect the stremgth zglé" 'JEu'f'igggnsaCtiO”S on Information Theonpol. 24, no. 4, pp. 451
the secrecy scheme. Other open issues include the desigi&f| “csiszar and J. Kormer, “Broadcast channels with ctenftial mes-

optimum jamming signals for non-Gaussian message signals, sages,"|EEE Transactions on Information Theoryol. 24, no. 3, pp.

and the design of robust signaling schemes that are immune[- t? 339-348, May 1978. . .
) dulus-like non-linear algorithms. Our préfian 13] P. K. Gopala, L. Lai, and H. E. Gamal, “On the secrecy cépaaf
constant-modulus-like no g . p y fading channels1EEE Transactions on Information Thegryol. 54,

results indicate that “induced fading” schemes offer some no. 10, pp. 4687-4698, Oct. 2008.
advantages and thIS Suggests an exploratlon Of a Iargetyfanﬁ}‘l] A. Khisti and G..Worne”, “SeCU{e transmission with mplB antennas:
. : .. . The MISOME wiretap channel.

of jamming schemes beyond additive noise. [15] F. Oggier and B. Hassibi, “The secrecy capacity of theVi@l wiretap
channel,” in IEEE International Symposium on Information Theory
2008, pp. 524-528.
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