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Abstract— We consider the problem of secure wireless commu-
nication in the presence of an eavesdropper when the transmitter
has multiple antennas, using a variation of the recently proposed
artificial noise technique. Under this technique, the transmitter
sends a pseudo-noise jamming signal to selectively degrade the
link to the eavesdropper without affecting the desired receiver.
The previous work in the literature focuses on ideal Gaussian
signaling for both the desired signal and the noise signal. The
main contribution of this paper is to show that the Gaussian
signaling model has important limitations and propose an alter-
native “induced fading” jamming technique that takes some of
these limitations into account. Specifically we show that under the
Gaussian noise scheme, the eavesdropper is able to recover the
desired signal with very low bit error rates when the transmitter
is constrained to use constant envelope signaling. Furthermore,
we show that an eavesdropper with multiple antennas is able
to use simple, blind constant-envelope algorithms to completely
remove the Gaussian artificial noise signal and thus defeat the
secrecy scheme. We propose an alternative scheme that induces
artificial fading in the channel to the eavesdropper, and show
that it outperforms the Gaussian noise scheme in the sense of
causing higher bit error rates at the eavesdropper and is also
more resistant to constant modulus-type algorithms.

I. I NTRODUCTION

Wireless communication links are inherently vulnerable to
eavesdropping because of the broadcast nature of the medium:
any node within range of the transmitter is able to listen to
any of its transmissions. However with the advent of multi-
input multi-output (MIMO) spatial multiplexing techniques [1]
a transmitter equipped with multiple antennas can selectively
send different streams of data to different receivers simultane-
ously over the same frequency band; by carefully choosing the
array weights, the transmitter can ensure that each data stream
is received at its intended destination without interference from
other data streams. Unfortunately this requires the knowledge
of channel state information (CSI) to all receivers at the
transmitter; since a hostile eavesdropper can hide its CSI (e.g.
by simply remaining passive), it is not usually possible to
hide the desired signal from an eavesdropper. However, it
is possible to encode the desired “plain text” information
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in the desired signal in a suitable way to hide it from an
eavesdropper.

One simple method for doing this has been recently devel-
oped and it is based on the concept of artificial noise [2]. In this
method, the multi-antenna transmitter sends, along with the
desired signal, an additional jamming signal that is designed
in such a way that it does not interfere with the intended
receiver (see Figure 1). On the other hand, the jamming signal
will in general interfere with any eavesdropper and degradeits
channel, and thus this technique can be used as the basis for
a secure wireless link.

Fig. 1. Multi-antenna transmitter transmits artificial noisein directions that
are orthogonal to the desired receiver.

Previous works on artificial noise focus almost exclusively
on a Gaussian model where all the desired signals and artifi-
cial noise are chosen from Gaussian probability distributions.
However this model has some important limitations. First,
the Gaussian distribution is physically unrealizable because it
requires unbounded amplitudes, and secrecy schemes that are
optimal for Gaussian signaling are no longer optimal when
such physical constraints are imposed. Second, the Gaussian
distribution has the special property that a linear combination
of Gaussian signals is still Gaussian, therefore deviations
from the Gaussian distribution open up the possibility of an
eavesdropper with multiple antennas using powerful statistical
techniques such as independent component analysis [3] or con-
stant modulus algorithms [4] to overcome the secrecy scheme.



Although a multiple-antenna eavesdropper can remove arti-
ficial noise even with Gaussian signaling, secrecy systems
must be designed using the most conservative assumptions
on the capabilities of the hostile nodes. Thus, the ease with
which interference cancellation can be accomplished for non-
Gaussian signals makes it necessary to consider the effect of
non-Gaussian signaling to fully assess the vulnerabilities of an
artificial noise system.

The focus of this paper is to motivate the need for non-
Gaussian jamming techniques to overcome these limitations.
We assume apriori that the transmitter is constrained to a
constant envelope (QPSK) constellation. This can be thought
of as an extreme case of non-Gaussian signaling and serves
to highlight the above limitations of the Gaussian model. Our
contributions are summarized as follows.

1) We study the bit error rate at the eavesdropper under
Gaussian artificial noise and show that a significantly
higher amount of power is necessary in the artificial
noise signal in order to force high BERs at the eaves-
dropper than what is predicted for Gaussian signaling.
In general secrecy systems will use coding and therefore
a low bit error rate is not necessarily required for
insuring a low probability of interception. However, for
our purposes, the BER serves as a useful proxy for the
strength of the secrecy provided by the jamming signal.

2) We consider the case when the eavesdropper has multi-
ple antennas and show that it is possible to remove the
artificial noise signal almost completely using a simple
constant modulus algorithm.

3) As an alternative to Gaussian artificial noise we propose
an “induced fading” scheme and show that it achieves a
higher BER at the eavesdropper compared to the additive
Gaussian noise scheme.

4) We show that the constant modulus algorithm is signifi-
cantly less effective in overcoming the “induced fading”
scheme for a multi-antenna eavesdropper than Gaussian
artificial noise.

A. Previous work on secure multi-antenna channels

There is a long history of research into secure wireless
links, and the previous work on the subject falls broadly into
two categories. In the first category are investigations into
coding techniques that can guaranteeperfect secrecyin the
information theoretic sense [5]. A second category of previous
work is more recent and focuses on the design of practical
schemes [6], [7], [8], [9] that use random fluctuations in the
wireless channel itself as the basis for secrecy: the channel to
the desired receiver sees different fluctuations than the channel
to the eavesdropper, and this can be used as a shared key. Note
that this type of scheme is anencryption technique whose
cryptographic strength depends on the level of randomness
and unpredictability of the channel and the ability to keep the
CSI secret from the eavesdropper. In this paper, we focus only
on the first category i.e. physical layer secrecy schemes that
do not depend on keeping the channel state information secret
from the eavesdropper.

The notion ofsecrecy capacityof awiretapchannel was first
introduced in [10] for the special case where the eavesdrop-
per’s signal was a degraded version of the desired receiver’s
signal and later greatly generalized to arbitrary broadcast
channels [11], [12], fading channels [13] and recently to multi-
antenna channels [14], [15].

In addition, [14] considers a so-called “masked beamform-
ing” scheme, and shows this scheme to be close to optimal
in the asymptotic case of high SNR. This scheme involves
transmitting anartificial noise signal to degrade the SNR of
the eavesdropper without affecting the desired receiver. The
idea of using artificial noise for secrecy was first proposed in
[2], and is a special case of intentional jamming considered
in this paper.

Intentional jamming has been considered in previous work
in the information theoretic literature, where the channel
coding problem is modeled as a non-cooperative game [16],
[17] between a transmitter seeking to send a data signal and
an interferer who seeks to disrupt the transmission by sending
a jamming signal. (The receiver in this model is analogous
to the eavesdropper considered in this paper.) The interferer
can be either an actively hostile node, or merely a pessimistic
model for passively generated noise. It has been shown [18]
that the Gaussian interference model represents a mini-max
solution (“saddle-point”) of the non-cooperative game andis
in this sense robust: the Gaussian distribution is the optimum
choice for both the transmitter and the interferer given that the
other player employs a Gaussian distributed signal.

In [19] the problem of finding the “worst-case” jamming
signal was considered under different performance metrics
including mutual information and BER, and it was shown
that for discrete-valued input signals, the strongest interference
signal is also discrete-valued. Thus, if we choose the input
signals out of a discrete-valued distribution, the strongest noise
is not Gaussian distributed but discrete-valued. This result,
however, is fragile in the sense that, under some uncertainty
in the channel model, e.g. in the precise values of the elements
of the discrete set from which the input distribution is chosen,
the strongest interference signal actually becomes the weakest,
i.e. it allows perfect recovery of the transmitted signal. This
fragility was recognized in [19], where it was proposed that
a small continuous-valued noise be added to the discrete-
valued interference to robustify the interference. However, this
method is only suitable for small levels of channel uncertainty;
in this paper, we assume that the channel to the eavesdropper
is completely unknown.

The rest of the paper is organized as follows. In Section II-
A, we present the system model; in Section II-B we analyze
the limitations of the Gaussian artificial noise-based secrecy
technique. We then present a bit error rate analysis in Section
II-C and motivate an alternative “induced fading” jamming
technique. Section II-D presents extensive simulation results
of the Gaussian and induced fading schemes and Section III
concludes with a summary and an outline of open issues for
future work.



II. B IT ERRORRATE ANALYSIS

We now present a simple analysis of the bit error rate (BER)
at the eavesdropper under additive Gaussian artificial noise and
also under an induced-fading jamming signal.

A. Problem setup

As stated previously, we assume the transmitter hasN

antennas, and the receiver and eavesdropper have only one
antenna. Lethd ≡ adud be the channel gain vector from
the transmit array to the desired receiver and letui, i =
2 . . . N be an orthogonal set of vectors also orthogonal to
ud, whereud, ui are all unit vectors. The channel vector
ud is assumed to be known to the transmitter either through
reciprocity or through a secure feedback channel from the
receiver. Furthermore letue be the unit vector proportional to
the transmit array’s channelhe ≡ aeue to the eavesdropper.
The basic idea behind all artificial noise schemes is to transmit

s(t) = m(t)ud +

N
∑

i=2

wi(t)ui (1)

where m(t) is the message signal intended for the receiver
and wi(t) are all pseudo-noise sequences that are intended
to selectively degrade the SNR of the eavesdropper without
affecting the intended receiver. The corresponding received
signal at the desired receiver isrd(t) ≡ h

H
d s(t) and similarly

for the eavesdropper. Clearly all the terms containingwi(t) in
(1) are cancelled out ofrd(t).

If the wi(t) are choseni.i.d. and if N0 is the thermal noise
power at the receiver and eavesdropper, the respective SNRs
at the desired receiver and eavesdropper are given by

SNRd =
a2

dPm

N0

(2)

SNRe =
a2

eαPm

N0 + a2
e(1 − α)Pw

(3)

where Pm = E[|m(t)|2] and Pw = E[|wi(t)|2] are re-
spectively the power allocated to the signal transmission and
artificial noise by the transmitter andα = |uH

d ue|2 is the
parameter indicating the “alignment” between the receiverand
eavesdropper. If the SNR at the desired receiver is large i.e.
Pm

N0

≫ 1, then we can neglect the thermal noise component to
obtain:

SNRe ≈
αPm

(1 − α)Pw

(4)

The alignment parameterα depends on the relative loca-
tion of the eavesdropper with respect to the transmitter and
receiver and also on the statistics of the channel fading. In
general, when the number of transmit antennasN increases,
we expect the channels to the receiver and eavesdropper to be
increasingly uncorrelated (i.e. less “aligned”)1.

1In a rich scattering Rayleigh environment, the channel responses from
each antenna on transmitter to the receiver and eavesdropperbecomei.i.d

complex Gaussian random variables, in which case the alignment is 1

N
on

average [20], [21].

B. Importance of the Gaussian signaling assumption

In the remainder of this paper, we consider a running exam-
ple of a system where the nominal SNRPm

N0

= 40dB, and the
alignmentα = 0.5. Also we assume that the eavesdropper’s
channel is10 dB weaker compared to the desired receiver
i.e. a2

d = 10a2
e. Even under these favorable assumptions, we

show that it is more difficult to achieve secrecy from the
eavesdropper than we might expect from a Gaussian analysis.

In the example system described above, let the power
allocated to the artificial noise be10% of the power in
the desired signal i.e.Pw = 1

10
Pm Then, if ideal complex

Gaussian signaling is used for both signal and artificial noise,
the secrecy rate of the channel is given by [11]:

Csec = log
(

1 +
Pm

N0

)

− log
(

1 +
αPm

(1 − α)Pw

)

≈ 9.8bits

(5)

where we used the approximation forSNRe in (4). Thus, it
is possible to transmit up to9.8 bits/symbol on this channel
to the desired receiver without the eavesdropper being able
to decode the message bits. This, of course, assumes ideal
Gaussian signaling. If, instead of Gaussian signaling, we
constrain ourselves to a QPSK constellation, the eavesdropper
is able to decode the bits with a BER given by

BERe = Q(
√

SNRe) ≈ 7.8 × 10−4 (6)

In other words, even when signaling at only2 bits/symbol
over a channel with a secrecy capacity of9.8 bits/symbol, the
eavesdropper is still able to recover the transmitted bits with a
BER of less than10−3. This example illustrates the importance
of the Gaussian signaling assumption for effective secrecy:
when the transmitter is constrained to use a constant envelope
signaling such as QPSK, much more of the transmitted power
needs to be allocated to the jamming signal in order to cause
substantial BER at the eavesdropper than under Gaussian
signaling. We show later that under these conditions, an
alternative “induced fading” jamming technique works better
compared to Gaussian artificial noise in the sense of causing
higher BER at the eavesdropper.

Now we consider an eavesdropper withN antennas i.e. the
same number of antennas as the transmitter (or equivalentlyN

single antenna eavesdroppers collaborating with each other).
Assume that the channels to the eavesdropper antennas are
given byhe,k = aeue,k, k = 1 . . . N , whereae = 1√

10
ad and

the alignment parameters|uH
d ue,k|2 = 0.5, k = 1 . . . N as

before for each eavesdropper antenna. Thus the eavesdropper
antennak receives the scalar signal

re,k(t) = h
H
e,ks(t)

≡ ae

(

(uH
e,kud)m(t) +

N
∑

i=2

(uH
e,kui)wi(t)

)

(7)

In Section II-D we present simulation results that show thatthe
eavesdropper is able to use a blind constant modulus algorithm
to compute complex weightsck, k = 1 . . . N such that the



artificial noise signalswi(t) are completely removed from the
linear combinationre(t) =

∑N

k=1
ckre,k(t).

C. BER at the eavesdropper

Let us denote byρ the proportion of the total power at the
transmitter allocated to the noise signal i.e.ρ

.
= Pw

Pm+Pw

. Then
we can rewrite (4) as:

SNRe ≈ α(1 − ρ)

(1 − α)ρ
(8)

The corresponding BER under Gaussian artificial noise is
given by

BERan = Q
(

√

SNRe

)

≈ Q
(

√

α(1 − ρ)

(1 − α)ρ

)

(9)

Note that we are interested in the high BER regime with its
correspondingly lowSNRe values, and asymptotic approxi-
mations of theQ(.) function with exponentials are thus not
appropriate here.

Consider now an alternative jamming scheme, where instead
of random additive noise, the transmitter sends a randomly
scaled version of the signal itself. Specifically, in (1), weset
wi(t) = ci(t)m(t), whereci(t) is randomly chosen so that the
jamming part of the transmitted signal ism(t)×v⊥(t), where
v⊥(t)

.
=

∑N

i=2
ci(t)ui is a random vector in the subspace

orthogonal toud, such that|v⊥(t)|2 ≡ ∑N

i=2
|ci(t)|2 = ρ

1−ρ
.

The corresponding signal received at the eavesdropper is
given by (neglecting the thermal noise):

re(t) = aem(t)
(√

α + (uH
e v⊥(t))

)

(10)

where we assumed without loss of generality that∠(uH
e ud) =

0 and set|(uH
e ud)|2 = α. Thus the effective channel to the

eavesdropper looks like a fading channel, and the effect of the
jamming signal is to induce artificial fading in the channel to
the eavesdropper. Let us denotex1(t)+ jx2(t)

.
= (uH

e v⊥(t)).
Then, the induced fading will cause an error in the QPSK
symbol whenever|∠√

α + x1(t) + jx2(t)| ≥ π
4

i.e. if the
fading “rotates” the received signal by at leastπ

4
. This requires

|x2(t)| ≥ √
α + x1(t). We show in Section II-D that the

BER of the induced fading scheme exceedsBERan in (9)
for large values ofρ which corresponds to large BER at the
eavesdropper. We also show that a multi-antenna eavesdropper
will have a more difficult time blocking the jamming signal
under induced fading than Gaussian artificial noise.

D. Simulation results

In this section, we provide numerical results that verify
the analysis of this paper, and compare the performance of
the jamming schemes. The graphs in Figures 2a-d plot the
fraction of transmit power allocated for jamming (ρ) that is
required to achieve a given bit error rate at asingle antenna
eavesdropper for both the Gaussian noise and induced fading
jamming schemes. In Figure 2a, the complex channel response
vectors to the desired receiver and eavesdropprer are generated
independently from Rayleigh distributions. In Figures 2b-d,

the alignmentα between the two channels was fixed at 0.1,
0.5, 0.1 respectively. In Figures 2a-c The transmitter has 5
antennas, and 20 antennas in Figure 2d. These graphs show
that the induced fading technique can achieve the same BER
(for high BERs) at the eavesdropper as Gaussian noise using
up to 15% less power (smallerρ). However, the figures also
show that Gaussian noise outperforms induced fading in small
regions in the graphs whereρ is small. This is due to the
unbounded nature of Gaussian noise. This region also grows
as we increase the alignment (α). However, as we pointed
out in Section II-A, we expect the alignment to be inversely
proportional to the number of antennas in rich scattering
Rayleigh environments, which increases the likelihood of
induced fading outperforming Gaussian noise.

The next simulation shows that fast random fluctuations in
the channel response from the transmitter to eavesdropper can
easily be absorbed when the eavesdropper is equipped with
at least the same number of antennas as the transmitter using
a constant modulus algorithm (CMA). In Figure 2e, we ran
the constant modulus algorithm withN = 5 antennas at the
transmitter,M = 6 antennas at the eavesdropper, 30dB SNR
at the eavesdropper, andρ = 0.5. The graph shows that the
constant modulus algorithm achieves up to 30dB artifical noise
rejection. We repeated the same simulation with the induced
fading scheme using a slow fading rate (Doppler rate = 1/500
the symbol rate) in Figure 2f. The graph clearly shows little
or no interference rejection by the constant modulus algorithm
despite the high SNR at the eavesdropper (60dB). Thus the
induced fading scheme is more difficult to overcome for a
multi-antenna eavesdropper compared to Gaussian artificial
noise. This can be intuitively explained as follows. From
(10), the overall channel gain seen by each antenna at the
eavesdropper isae

(√
α + (uH

e v⊥(t))
)

, and this gain can be
made to remain roughly constant over several symbols if
v⊥(t) is varied very slowly. Thus, by using a fading rate slow
compared to the convergence rate of the constant modulus
algorithm, it is possible to fool the CMA to effectively train
to the wrong value of the channel gain. Even though this
might suggest that slow fading is a superior jamming technique
for dealing with multi-antenna eavesdroppers, if the fading
is too slow, the eavesdropper can easily track slow channel
variations. Therefore, there is a tradeoff in choosing the fading
rate. A detailed analysis of this tradeoff and its generalization
for algorithms other than the CMA are interesting topics for
future works.

III. C ONCLUSION

In this paper, we considered the idea of using multiple
antennas at the transmitter to achieve a secure wireless link by
artificially degrading the channel to an eavesdropper. Previous
work on this topic has shown that a Gaussian artificial noise
scheme can achieve rates close to the secrecy capacity. We
show in this paper that the performance of this scheme can
be fragile in the sense that it depends strongly on the special
properties of the Gaussian distribution. We show that when the
transmitter is constrained to use constant envelope signaling,
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Fig. 2. (a)-(f)Comparing the performance of two signal jamming techniques: induced fading and Gaussian noise.

the amount of power required in the artificial noise signal is
substantially greater than for Gaussian signaling. Furthermore,
an eavesdropper with multiple antennas is able to use very
simple constant modulus techniques to blindly remove all
the artificial noise and thereby defeat the secrecy measures.
These observations open up interesting issues for future work.
One fundamental question is a precise characterization of
how deviations from Gaussian signaling affect the strengthof
the secrecy scheme. Other open issues include the design of
optimum jamming signals for non-Gaussian message signals,
and the design of robust signaling schemes that are immune to
constant-modulus-like non-linear algorithms. Our preliminary
results indicate that “induced fading” schemes offer some
advantages and this suggests an exploration of a larger family
of jamming schemes beyond additive noise.
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